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The Problem of Escalation

What does your support organization do when first tier reps
need temporary assistance from internal resources or outside
expertse Engaging a developer, or bringing an outside expert
in o assist with a support session usually means disconnecting
from the customer and calling back later.

If a clear escalation path does exist, elevating a support
incident to the next tier may be feasible, but not without also
driving up the cost of providing support. Bringing a developer,
vendor or outside expert in for remote support ususally means
using their support tool. But this can compromise security.

In reality, many incidents are escalated needlessly. The first tier
rep could resolve them if only he could have an expert look
over his shoulder momentarily whenever a complication arose.

How can your support organization
* Reduce needless escalation and resolve more in first tier?
¢ Make internal experts, such as developers, accessible
without creating a Bomgar account for them?

Engage outside experts and vendors in support without
compromising security or lengthening support calls?
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Fig. 1: Send a one-time-only invite to any oufside rep or expert, even
if the invited rep does not have a Bomgar account or the Bomgar
Representative Console installed.

Bring in Outside Reps Securely

Rep Invite lets you engage outside experts and vendors for
assistance without compromising security. As an administrator
you can limit which internal reps can use Rep Invite. You can
also create multiple security profiles to define how invited
reps can interact with end users.

Bomgar’s comprehensive audit trail, including videos of
support sessions, also applies to sessions involving invited reps.
Rep Invite lets you bring in any expert securely, even if you
don't have an LDAP profile created for him or her.

Bomgar’s Solution: Rep Invite

Rep Invite allows support reps fo invite any expert info a
support session, even if the invited rep has never used
Bomgar. By lefting lower tier reps collaborate ad hoc with
any expert, Rep Invite helps you reduce escalation costs and
resolve more in first tier on the first call.

How Rep Invite Works (Fig. 1)

1. Aninternal rep connected to a user’'s remote desktop with
Bomgar realizes he needs assistance with the support session.

2. He uses Rep Invite to ask an outside rep (e.g., a developer)
to collaborate with him in the remote support session.

3. The outside rep clicks the link in the invitation, which runs
the Bomgar and joins him instantly to the support session.

fes Allowed to Provide Remote Support

D Allowed to push URLs to the customersweb browser using the chat interface.

D Allowed to control customer's computer

Allowed to activate privacy sereen (blank customer's display and disable mouseheyboard inpuf)
D Allowed to uge the customers command shall without using sereen sharing
[ sttowed to pull system infarmati

D Prompt customer for approval when any of these features are activated
When Screen Sharing Requested:

from the =

MOTE: If the customer chooses to grant"Full Access" to the representative, then full control sereen sharing will be
started and the customer will receive no mare feature prompts for that representative

MOTE: To start every session immediately in full remote control, uncheck the "Frompt for customer approval® checkbox
hete, and enable the "Automatically Request Soreen Sharing® option in the Bomgar Representative Console under
the File — Settings menu

[ tithe customer slient supports application sharing!, r2quirs the custemer to choose whish applications to share

D Allowed to download files uzing the file transfer interface
I:l Allowed to upload files using the file transter interface

Fig. 2: Create security profiles for invited reps. Security profiles can
range from view only to full access.
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A Clear Process for Ad Hoc Collaboration

Rep Invite creates a clear, ad hoc process for collaborating
with experts, vendors and developers. Support reps who
need help simply send an invite fo an outside rep and
decide which security profile that specific rep’s privileges
should conform to when he or she joins the session.
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Rep Invite Session Key:

You may invite a representative to your session by requesting them to enter the Fallowing session key on your Suppart Portal,
by sending them directly ta the following URL, o by emailing an invitation.

Session Key: | WLi6647

URL: | https:ffdocs.qa, bomgar.com)?ak=alded44e2daa8320c 126b4 2239953267

Copy URL Email URL Close

Fig. 3: Internal reps can send a Rep Invite to any outside rep, vendor
or field expert.

Rep Invite then walks the invited rep through running the
Bomgar Representative Console, which opens fo the screen
of the support session that needs his or her expertise.
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B Bomgar Representative Console =

i ) ‘Welcome to the Bomgar Representative Conzole.
*ou have been invited to assist in a support session with a customer's computer. v'our
invitation will expire if you chooze to leave this sezzion, if another representative removes

wou from the session, or if you are accidentally disconnected for approzimately 30 seconds.

If wour invitation expires, pou will need & new invitation key in order bo rejoin the session.

Whien you are finished with this session, you may uninstall the console at that time or leave
it installed in case you are invited back in the future.
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Fig. 5: Invited reps can install the Bomgar Representative Console for
one-time access to the remote support session

At the end of the session, the invited rep can uninstall the
Bomgar Representative Console, or leave it installed in case
another support session requires his or her attention.

? Bomgar
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? Invite External Representative
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select Security Profile:

Law Privileges [Embassy: Leaderboard] - For users who should have minimal privileges. Only able to... =
Description:

For users who should have minimal privileges. Only able to control the selected applications.

Invitation Parameters:

Representative’s MName:

Comments:

Create Key Cancel

Fig. 4: Invited reps’ priviliges conform to security profiles defined by
administrators beforehand.
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Thank you for assisting in thiz session. Would vou ke to uninzstall the Bomgar

Fig. 6: Invited reps can uninstall the Bomgar Representative Console once a session is resolved, or
leave it installed incase they are invited into another remote support session.



